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Cyber Disruption Index and Framework

OVERVIEW
Background
Currently, there is no method of measuring and categorizing cyber threats and disruptions. As a result policy makers 
are unable to push for reforms that would adequately address the malicious cyber activity. Organizations have had 
difficulty dealing with these types of threats. 

Innovative Technology
Researchers at the University of Maryland have created a method to qualify and categorize cyber disruptions. Each 
disruption is assigned a Cyber Disruption Index (CDI) based on its scope, magnitude, and duration. The disruption is 
then categorized into one of five classes based on its nature. This method is intended to give companies a way to 
assess their own cyber vulnerabilities and to give policymakers the ability to determine what types of threats would 
pose a danger to organizations and infrastructure.
CONTACT INFO
UM Ventures
0134 Lee Building
7809 Regents Drive
College Park, MD 20742
Email: umdtechtransfer@umd.edu
Phone: (301) 405-3947 | Fax: (301) 314-9502

Additional Information

INSTITUTION
University of Maryland, College Park

PATENT STATUS
Pending

EXTERNAL RESOURCES
IS-2016-083

mailto:umdtechtransfer@umd.edu

